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CIRCULAIT

E & lTDept - Standard Opcrqtrug Proccdures i Fmail I'olicv for itsese of
emaii.s bf iiort Dcpartr.nent-s - Iteg

As c0mntrinlcAtloll rluoiigi: clectronrc ilcciu s rneYitable rn the pl'esent

scenano, the usage of oificial Covenrment nrail lor officiai pLrposes has

becorne inevitable and highly demandng and neeiis to bc extendcd at riirious

levels ol Atlminisrratton Dcpartnrcnt. Nluristn' ol Elcctrontcs ancl lnfot'nrltion

Technolog-v. Govr, of indra has issr-red an Etr-raii i)oljcv.201.1 applicable to all

ernployees crf Goi and ernplorvees ol those Stater'UT Goventnlents that use tlrc

e-mail :ierr,rces of (lo1 and also those StateiU'I' Goventments tirat choose to

adopi thi.s policl' jn hrtru'e The obiectii,c of &is policy is to ensure seclu'e

aCCesS anrl uSage o1"Cor entrlteni o1'lndili e'-rllail ser','ices b1 li: ttsct's.

As per tire enlril policy ol'(lr)\'1 ol'india 2a14, emuil.got,.in donaur of
NIC. ilis been appror,,ed as thc oillcial rl'rail b1'(rort. o1'India. As pcr thc

poiic;,. on11'thc i:-inail sctliccs pro.,'idcci try NlLi, shall bc used for trll'lciai

com11-ilications i;t. al1 olgamzalrurls cxf cpt tho:e ot'ganizations dealinl u'itil

natiortii secririt.,, All sei"r'ices under c-rlaii.gor,.it'i lre oit-erccl lt'u-e of cost to ail

olfic:ials u'ttlitn thc t'eniraland Sllitc, UJ Lltivctrrtncllis.

T1 e i1icii,,'el1 tltarlagc thc au,,-rrn,.r1.1rg;rticulS bcl\\ r"Jir G,.'r at i illr'1li

Depafipicpts iuri-l Lii-rr.crriment oiilciai.'s. l',&l'l'Dettt rc-cOtuit'lcllds the lLsiige ol'

Goyentruei1t -\'iarl Lt^iellialort, f-6t all .go\cnrlrclti cor-urntLLuciiiitttls instt,,ici ol
Lrsu-tc priltile tlali,. r. li,-ll aS gtlaii.coltr. rltttiook. zililo.r lil,.'o ttlL,,- C'.t .

E&lT i)Lt],:l iit'C pic:i-.,:cl to issrr.r '1-,.. if l1i,',,,ir.,t 1,',,;lllicriicltls ia;,/r.r,'e,tl li, t t'lic
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pri;deline:; isstteci b7'Gol in 201,/lto create. manage and use the gov. marl for
o I I ic ial conrmunication puposes

r , Process of email Account Creatiou.

a) Based on the reqtlest of thc respective organzations. N'IC u,ill crcate trvo
1l'r:, one based on the destglation and the other based on the name.

lic.ignation bascd IDs are recommended for officcrs cicalurg lvith the public.
I;i::' [1)s created based on desigration, it 15 511sng1y recommended that one
-l'inre pass',vorcl (OTP) 1s uscd for authentication, l.isc of alphanumeric
i:l:irracters as pail oi' tire e-nrail ici is recomnrended lbr scnsrtive users as

d, -nred appropriatc bv lhe cotnpetent authorit.v.

r:,)Accouni can be created b1,the authonzed person irom an organzation by
folrlilrg ther reqr-iest to, NIC. For managing the email account in a dept/
organizatlon a nodai officer shall be assigned. The nodal officer of an

o: ranization shall iluihor-ze creation of netv e-mail accounts.

. ) An ctrnrril account has to be created fbr e! ern, user rlr an

oisanzationrdepafiutetlt. The user needs to request for an account by f-rling the
lbirrl available on tire e-marl site rurd send rt to the nodal officer of the
i'espcclive organization for routing to MC.

d) The e-mail accouttt Ls created based on the NIC e-rnail addressing policy
ar;iilable at htlp:/iu,rr'rv.dejn,.qor,.in'coritent/policiesgr,uclehnesi under the
L i,1:1isn "I.-.-rnail I' o iic-V".

2) Process of handover of Designation based e-N,Iail IDs

a) Llsers shall hanc or,'er the riesrgnation based ID to ther successor prior
io r"rrovir-rg out ol the office. L;ser can contillue ro use the name based id
,rssigned to thetn on the Govgl'1111snt e-rlail Senice durgig the6 entrye tenure
r,rs (jovt rtlficiaj

b) Pnor 1o lear"ng an orgaixzation on transfer, the user to rvhorn the
,;csir:raii,ln bascii ID ltad becn assrgnecl shaLl ensure that tire passrvord for
trlc ll) is chiitrseci 'flir'succcs-ror sh;ili nccci tr-r gct ihe piissrvorcl rcset after
:tl'.tt.18. ilvgr r,fi.' i-.,)r1 

'f'lte 
ltocl:tl ol'llccI rn each rlr,Jar-llzatiolt shall en,sure that
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thc passrvorci ls ci-iangcd prior to srving ''No-Dr.Les" to the Llser.

l The :bure p:ocess shall be lbllorvcd lvithout any exception. If an ID s
n:-<iised. the resneclive nodal ofllcer of each organzation shall be held

a.jr-untable Thc nodal olficer anrl thc user sirail inforrr NIC prior- to ther
superaruluatiorvtranslbr of the uscr bv scndrlu an email to support@rgo,,..il1,

3) De-activation of r\ccounts

Deacti"'ation or deletion of an account shail occur under the follollrng
con.litiLrns:

ulll:lten un o/fcer retires/resigns Jrom Sen,ice: Th,^ useL shall

surcncier thr-ir offrciai desienation bascd a0corurt pnor to gettrng reireved

fi'om the ser.r'rce under urtiniatron to the nodal olficer and NIC. IIou,ever,

name based e-tnail addresses can be re'tained. It s rnandatory for thc uscrs

to inform NIC regardrng their sLrpelannuationrresignatron by sendrrg rnail to

support(lgor'.u-L..fhe nodal olllcer shall accordr,ngl,l,change the user's

aCC0Unt Statlls.

b)The o./Jicer is no longer in a position to pe$brm his duties
(deattr,'rmssing. etc).The name basetl email ID u1'Lhe user shall be deicrctl bv
NTC. The nodai offic,er of that respective organzation shall inlorm NiC br,'

sendtrg a mail t0 suppon(4/gor,,in.

c1 lnuctive ilccoutlt. Anl account rvhrch is utactn'e tbr a petiod ,,i'91)

days shall be cleactir,ated r,uriler intirnation to thc conccmed depafimcrnr 'f he

u>er id along rrtth thc data sha1l bc clclctccl fionr the c-r-nail s_ysten iiticr a

period of 180 days, if no request tbr activation is received durirrg dris

period. SubseciLrentl.v. all funnalitres shall neecl to be completed lor re-
openmg o1'tht'saiti account u,'tth thc samc id. subject tc, availabilitv. In such

cases. data iirrn-i the backLrp sitallnot Lre restored.

institutions lother- Cloyt entitie's :

a) The riepar-tments and iesrgnatcd
cornurluricalior': :trt iir,er (lr-rr'.r:rail as ofhcial
added as autir.nii. oillciiil docirrncr"rls.

officials shail consider tire

communication and c:rn be

1)
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b)'ihe dcsignated nodai crificer or the user desigrateC for managing the

inrail inbox of a dcpartrnent shall cnsure the r-eceipt ol the comnrunication

receivei li'onr (iovernment ot another dept scrupu10usl,y wlth due

.' ,.,66rvlcd gCr .C: ,1

;) 'i'he nrarLbox siralj be fiequentl.v monitorccl for rcccipl of any official
\ r-)lrurtLnicatron h'iln'r lurt' GoYt. entitv.

d) Even'singlt- user ola dcpafiment shall be arvare of the email faciliry*

provideo to a departrent for handling the con-rmunication in a timely and

convenient nlanner.

e) 'Ihe accourlt creation,' deletion,'fD change/password change shall be
;rriiate(i undcr iutin-ratron to thc noclal oillcer and NIC.

l) Thc changc n email ID of a deparlment or a desigrated otficral shall be

intimated to a1l concemed. especially those u,ho are being communicated

iiver, ffgqra,')11.',

t) Other''ihan (lurerrureiti u,ebsrtes. the e-mail ids and e-mail address

.rss1.gtoii on thc (irlvemn-ient e-rnail seruice shouici not be used to subscnbe
rD an_v service on anv u,ebsite. l\{ails received fiom sites outside the
(-ror.entnteut mirv contaln \'l11bes. I'rojans. woflns or other unsafe contents,

h1 F-or cntering intcr Agi-cemcnts and MoUs u'htch requre an official

',nrail ID. the departr.nents shall ensure that the email iD is not altered at
rmles \iC sha1l also bc intimatcd to keep the ernaii ID unaltered in future. in
:UCh CaSas.

57 -\IC shall ensure thc foilo*,ing while proyidin@ to the

G-rtremutcnt ofljci;ls and depa rtments.

al NIC s1-:a11 i-.rc,r,tclc official inari and personal mail separate.v and tmprove
f-i' 'lriike thc olficiai cn-r:rils ntcrre irscr-h-iencl11,.

;l' i;or llErl-.ii)lliil llt;trl II) lL) Ll-scrs. a protocol shali bc r-nahtancd by'NIC for
ciri,t,sifiB iire IIl" ir:-itiruiq io personal details hke DOB, PiiN, namc. etc.

l,{ uc,:lrt{i iirall bc provrdcti ior crcation o1-ol'flcial rnarl lor uscrs and an

:. ii:ltiottiiia Slr.i-i j -'ii;rli be sritt to a1l Lhc ernprovee,s rcgisteled in SPARK.
: ,:" siral; b,: ltstsicrl ii; c.lck tht llrk tbr iD creit1.t.)n bv choosins their ou.n ID

!
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ltantes: lunrruig to rhe ID protocoldeflnetj by NIC',

d) The emarl IDs shall be created on a frst come frst sen,e based on the
request.

e) To make lhc dcpartrnentri rrail II)s uscr fiiendl,v, the lDs should reflect
the name of the otficc. place. desrgnation ctc in an abbreviated and sLrlpler
r,vay. For dcsignation based rnail IDs for Secretarjes ancl other criilcels. tiic IDs

should be a combination of designation rvith Departmenr name rn chargc of. A
protocol for namng the depafimental iDs needs to be rnaintained by NIC after
gettng inputs fi'onr Govenment deparlmrrnts and officials.

fl in casc o1'of1lcers rvho are holduig the charge of more than one
department. there nceds to be more than one deslgnation bascd mail IDs ivhic|
is managed uidrviciually by the olficer. NIC shall explore the facilu,v of
providlng a single mail box for an a officcr r,vho rs in charge ol more than one
departrrrent having more than one designation based en'raii ID. to manage
sendng and recen'rng ntaiis to iurd lrom his ciesigtatron bascd email IDs
through a smgle mterf-acc. ie: irclrn the sams- mailbox r.vrthout switchng to a

different rnail nicriac e.

g)NiC shallalso erplole the usc ol'Dcpartni€tit ndmc bct.tetl 'enr.il il,;s ior
Secre'taries heading Depallrnents concemed. r,ririr rank of o{Iicer. (eg"

ACS,Prl.Sect-viSecn.) appeaung ur protle of emaiis

h) The change in email ID of :r particular deparlnentr authon* or an orllciai
has to be automaticaliy inturaied to all tirc addrcssec saved n oontacrs :\1
auto repiy rnechanjsr:t has to be pror,'ided in thc Gciv, r.r-rail.

il NIC shal1 provide a tneciranism ttr authentrcate thc ntaii IDs to rvhich
commurucations are sent. to verfl whethcr the elnail is actit,e or not, or hate
changed to a neu, lD.

, NIC should nleu'ltan a tracii or hi^stor'" of a panicular rrnai.l ID whrcii y,'as

being useii bv a particLrlar dLrpar-tlrer')t oycr il period ol tirie, tr,r ;iirck
communication iristorl oi' deDarlnrenls.

Al1 Gor,t, I)epamncntsilnstitutions,/Autonon-rcrLis bodies,Uirvcrsities,'PliUsr'
LSGIs etc. arc du'r'cted tti lbllou,lhc abovc guldclincs ful etfective use i,.t'(lrtv
mail ior oificiai corrunLuricatior-rs.
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ir,rr {urther re ferences and ItAQs reiated \\rith email n-}anagement, all

I-,1e partmentsr Institutionsiautonomous bodiesi Universitie s/PSUs/LSGIs etc

arf fequestecl to g0 thlough the email polic1' of Gort, ollndia available in

h t t ps : /tt+,tt,tt'. me i4,. Bctt'. i n/cttntent/email-policy .

K. N{OHA}IMED. Y. SAFIRULLA. IAS
Secretarv to Government

rrili llODs,'Nodal oillccr o1'State Govt Departtnents

.4ii Uni.,ersities I i.SGIs/ PSLIsiAutonomous bodies in Kerala.

The Secretary (11 ), Govt.Secretariat. Thiruvananthapuram.

.-l he Director, K SiTNiission. Thiruvananthapttram.
I he SIO, NIC.. Thirur,ananthapilrarn.
'l ire Web & )ierv \{eclia. I & i']Rll.
si':ioc

ForrvardedlBy order
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Section Officer
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G ene ral Ad m r n r strat;o n ( I B t,4 C, D e,1-r a r I r r-r e l I

':

Ccrer!rrer-rl S€.t r (rliir ail KeraLa,

Date

<osgadibmc@ g n-rar l.con-r>

<cherianphiltpk@gmarl.com> STAT E I\4 lSSlOt'l DIR EC T OR l'lR Htvl l'lrhil
<smdnrhm@gmail.com>. Haritha Kerala Mrssrorr <harthanr@kerala.gov. rn>

Life Mission Kerala <lifemlssronkerala@gmail.conr>. Publrc Education
Rejuvenation Mission <keralaeducatronmission@gmail.com> Malayalanr
Mission Kerala <malayalammissionkerala0l@gmail com>, Kerala Startup
Mission <ceo@startupmission.in>. Chief Executrve Officer. ASAP
<ceo@asapkerala.gov.in>. Administrator General & Office of the Offrcial
Trustee <agandotofkerala@gmail.com> Agency lor development of Aqua
Culture, ADAK <aquaculturekerala@yahoo.co rn> 1BB more .
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Please do not reply through this E-mail lD

For any further assrstance or queries, please contact us throLtgh

047L 2518405

or

call 047L 2336576 (Secretariat Exchange)

and ask to connect concerned Sectron

Copy Communicated to all tHRD Associate lnstitutions for information and further necessary action.

sd/-
DIRECTOR

Copy to:
U.r6tt IHRD tnstitutions

2) PA to Director
3) Additional Director
4) Administrative Officer
5) Finance Officer
6) Finance Section
7) lT Wing
8) Academic Section
9) Establishment Section
10) Purchase section
11) SF/OC
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